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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.
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Change Center
View changes and restarts
Configuration editing is enabled, Future

changes wil automatically be activated as you
modify, add or delets items n this domain.

Domain Structure

base_domain o

#FMessaging
| Data Sources
i--Persistent Stores

~Work Contexts

| XML Registries
| FHML Entity Caches

[ o]

| t-Mail Sessions

| iFileT3 =]
How do L. =]

« Configure testing options for 2 JDBC data
source

« Configure the statement cache for a JDBC
connection pacl

« Configure credential mapping for a JDBC data
source

System Status =

Health of Running Servers

I Faied@
I critieal (0)
[ Overivaded (1)
| ——TT)
I c< ()

ORACLE WeblLogic Server® Administration Console

@) Home LogOut Preferences [2] Record Help

= >Summary of J

Settings for FCUBDs

FCUBDs

Configuration | Targets | Monitoring | Control | Security | Notes

General | Connection Pool

Save

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poal and the connections within it
are created when the cannection padl & registered, usually when starting Up WebLagc Server ar when deplaying the dats saurce ta a new target.

Use this page to define the canfiguration for this dats source’s cornecton paal.

&5 URL:

@5 Driver Class Name:

4F] Properties:

uzer=F

System Properties:

Orade | ONS | Transacton | Diagnostics

jdbc-oraclethin'@10.184.74 142:1521:KERDEV3

oracle jdbc OracleDriver

=]

5] Password:

Confirm Password:

ssssssssssssesnser

Welcome, weblog |Cunnethed to: base_domain

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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Change Center
View changes and restarts
Configuration eciting is ensbled, Future
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How do L.
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« Configure testing options for a JDBC data
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ORACLE WebLogic Server® Administration Console

@ Home LogQut Preferences [2] Record Help Q

Herse ~Summary of JDBC Data Sources
Messages

o Test of FCUBDS on server ManagedServer was successful.

Settings for FCUBDs

Confiuraton | Targess mm seanty | rotes

Statistics

Use this page to test database connections in this JDBC data source,

§ Customize this table

Test Data Source (Filtered - More Columns Exist)

[Eesi=]]

O

Welcome, weblogic | Connected to: base_domairl

Showing 110 1of 1 Previous | Next

Server

State

O | Managedserver

Running

Showing 1to 1of 1 Previous | Next

System Status =]

Health of Running Servers

[ Faledf)
I critcal (0
[ overbaded 0)
[ waming{0)
I O ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

ORACLE WebLogic Server® Administration Consale

@ Home Log Out Preferences Record Help |

Hame =Summary of JDBC Data Sources

Messages

4 Test of FCUBD= on server ManagedServer was successful.

Domain Structure

base_domain
BF-Environment
--Deployments
Eh-Services
[#-Messaging

~~Data Sources
~Persistent Stores
F--Foreign JMDI Providers
~“Work Contexts
~-¥ML Registries
~"¥ML Entity Caches
=jCOM

~-Mail Sessions
~Fil= T3

Settings for FCUBDs

Statistics | Testing

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

Configuration | Targets | Monitoring | Control | Security

Use this page to test database connections in this JDBC data source,

j Server

How do L.

« Test JDEC data sources

= O | Managedserver

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

[£] Oracle FLEXCUBE Universal Installer L= = |

Oracle FLEXCUBE Investor Servicing OoORACLE

Database Installation

Provide schema details.

Name Value
Username installer
Password [IIITITYT ]
Connect String testdb
IP Address 10.10.10.10
P ort 1521

Test Connection

Log Back Next Exit

A

2. You need to modify the following field:
Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.
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3.3.1

3.3.2

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. GotoHome > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure
biase_domain -
-Environment
~-Deployments

“Services

~Messaging
~Data Sources
—Persistent Stores
~Foreign INDI Providers
~Work Contexts
“-HML Registries
XML Entity Caches

oM

+ Configure testing options for a JOBC data
source

+ Configure the statement cache for 2 1DBC
connection pool

+ Configure credential mapping for a JDBC data
source

“Mail Sessions
~-Fil= T3 =
How do L. =]

System Status =]
Hezlth of Running Servers

| Failed (0)
[ Critical {0)
Overload

0
Warring (0)

\
[ o

&) Home Log Qut Preferences [ Record Help Q

Heme >Summary of JDBC Dats Scurces >FCUBS_SchedulerDS

Settings for FCUBS_SchedulerDS
Configuration | Targets | Monitoring | Control | Security | Notes
General | Connection Pool | Orace | ONS | Transacton | Disgnostics | Identity Options

Save

The connection pool within a JDEC data source contains a group of JDBEC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
sre created when the cornecton paal is registered, Lsually ihen startng up WebLagic Server or nhen deplaying the data saurce ta a new target,

Use this page ta define the configuration for this data source's connection pacl,
EE] URL: jobe oracle thin"@10 184 74 142-1521-KERDEV3

] Driver Class Name: oracle jdhc xa client OracleXADataSource

(5] Properties:
user=FC1131I0T =

System Properties:

Bl

-]

(] Password: sessnssnnssnnsnng

Confirm Password: sesssssssssssssnn

Welcome, weblogic \ Connected to: base_domai

L of the datsbase to connect to. The format of the URL varies by JDBC
rer. More Info...
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5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

CTRACLE WebLogie Server® ammssaion Goreoe e 0000 o

Change Center & Home LogOut Preferences Record Help ‘ Q Welcﬂme,wehlog»c‘cnnnetted to: base_domai

View changes and restarts Homs >Summary of JDBC Data Sources

Messages
Configuration editing is enabled. Future

changes wil automatically be activatad 2s you o Tast of FCUBS_SchedulerDS on server ManagadServar was succassful.
modify, add o delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

Configuration | Targets Control | Security | Notes

base_domain =
Gl-Environment

Statistics
~-Deployments

i
¥ tressagng ise ths page to test database connections in this JDBC data source.
--Data Sources

r—Persistent Stores
~Foreign JNDI Providers
==wark Contexts

ML Registries L Test Data Source (Filtered - More Columns Exist)
XML Entity Caches

--JCOM I I Shawing 1to 10f 1 Previous | Next

“Mail Sessions
~File T3 =

§ Customize this table

Server

State

How do L.. =] ) | Mansgedserver Running

« Test JOBC data sources Shawing 1o 10f 1 Previous | Next
» Configure testing options for a JDBC data
source

System Status =]

Health of Running Servers

[ FEed®
[ citical (@
[ Overloaded (0)
[ waning@
N o ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

base_domain Configuration | Targets | Monitoring | Control | Security | Motes

[»

BF-Environment
~-Deployments
EF-services
[#-Messaging . o

Use this page to test database connections in this JDBC data source,
-~Data Sources

Statistics | Testing

~~Persistent Stores
F--Foreign JMDI Providers
Vork Contexts

~-¥ML Registries

~"¥ML Entity Caches
--JCOM

~"Mail Sessions

—File T3 j Server

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

How do L.. B () | Managedserver

« Test JDBC data sources
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3.4

3.4.1

3.4.2

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© © N o

This completes the prerequisites.

Changing Bl Publisher Data Source Password

To change the BI Publisher data source password, follow the steps given below:

1. Log in to Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.

3.7 ORACLE



3.5

3.5.1

TYORACLE' BlPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Schedules | Admin
Admin > JDBC > Update Data Source: Oracle BI EE
Update Data Source: Oracle BI EE

Cancel \Ap_pryl

General
¥'TIP Flease make sure to install the required JDBC driver classes.
Data Source Name |Oracle BI EE
* Driver Type | Oracle BI Server v
* Database Driver Class ‘nrac\e.h\.]dh:.AnaJdh(Drwer ‘
{Bxampk: OrackDriver )

{Bampl:
* Connection String {dpc:or:

 Username | Administrator

Password [essese l

Pre Pracess Function

Past Process Function l:l
[¥]use Praxy Authentication
Test Connection

Security

Availzble Roles Allowed Roles

>
Move

Move Al
&)
Remove

®BE ©

<
Remove All

3. Choose the data source whose password needs to be modified.

4. Modify the following field:

Password

Specify the new password.

5. Click ‘Apply’ button.

6. Restart the application server.
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Oracle Business Intelligence Enterprize

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprize Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.5.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:
1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

TERZIRER

Ty
&

vl | Convacton Sospis s Bk | 1]

EFrfPErErErEREREFENREERDRELE TR
FEGREEgroaE

T

oy e R " e | || 2@

@

ol it [ Taes 0 : jti

" e - - 2 M

Fh =

P P buion, mopre fully el aten ruaren w

FL Trarsacton Cale sane e FIES = & RE

RE ¥ Shametiogon -

i e P =
& W Eable porvem o e ) . o 21 Sabliem

Submbems Vit 3 (== = W

Sustch iramince " =Rl
b ¥ Use wisbreaded correcon Erp—

™ Evncue queres somcheroul
¥ Paawetesi s

Irkgbon ek [Esins
Dacrgion

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.6 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.6.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool tab.
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Ty, S o7 Tt TTET T OTe ST T

(¢ Tergets | Monitoring | Control | Security | Notes

Domain Structure
Genersl | Comnection Pool | Orade | ONS | Transacton | Disgnostics | Identity Optians

base_domain [=]

HEnvironment —

~Deployments e

-Services
#-Messaging ‘The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
~Data Sources are created when the connection podl is registered, usually when starting up VebLogic Server or when deploying the data source to a new target.
~Persistent Stores )
~Foreign DI Providers Lse this page to define the configuration for this data solrze's connection pool

rk Contexts

ML Registri
MLttt = | dgu Jdbc oracle thin @10.10.10.10:1010 KERDEV3

~jCOM

~Mal Sessions ] Driver Class Name:
“Fle T3

oracle jdbc xa client OracleXADataSource

How do L. =]

P rties:
+ Configure testing options for 2 T0BC data ] Properties:

source

=

« Configure the statement cache for a JDBC
connection poal

« Configure eredential mapping for 2 J0BC data

saurcs =
System Status El System Properties:
Health of Running Servers ]
Faied (3)
Critical (0)
Overloaded (3)
Warning (0) =
el
) Password: sressssererrerennd hen sica

Confirm Password:

Initial Capacity: 1
Maximum Capacity: 15 i
More Info...

5. Change the password. Use the following fields:
Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help Q,

EF-Messaging

—-Data Sources
~-Persistent Stores
r~—-Foreign JNDI Providers
~-Work Contexts [ Customize this table
ML Reqistries
~-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0M
~Mail Sessions I

Use this page to test datsbase connections in this JDBC data source,

Home =Summ =~FCUBS_SchedulerDS =Summary of JDBC Datz
BTG S Sources =FLEX f DBC D rces > FLEXTEST.WORLD
Configuration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain. « Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD
base_domain =] Configuration | Targets Control | Security | Motes
EH-Environment

--Deployments Statistics | Tes
Eh-services

curcss = FCUBS_ELCMDs =Summary of JDBC Data So

~Fi= T3 =

Server

m

How do I..

State

(O | ManagedServer

Running

« Test IDBC data sources

» Configure testing options for a IDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the

password in a production environment.
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4.1

4.2

42.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.

5. Stop Oracle FLEXCUBE application
This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server
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Integrated Solutions Console ~ Welcome admin

‘ Wiew: | All ta v |

Welcome

Help | Legeut

Close page

Guided Activitizs

Global security

Servers Use this panel to configure administration and the default zpplication securi
functions and is used as a default security policy for user applications. Securi
@ 2pplications applications.

4. This security configuration applies to the security policy fer all administrative
domains can be defined to override and customize the security policies for user

Services

Resources Security Configuration Wizard Security Configuration Report

B Security Administrative security

Authentication
Global security

— Administrati Authentication mechanizms and expiration
. Enable a strative sscurity “55”°‘E|5 P
Security domains ministrative group roles

- . - @ Len

Administrative Authorization Groups

= suthentication
SSL certificate and key management Kerbaros and LTPA
Security auditing Application security (This function is currently disabled. See the IBM Support site for
Eus security

le future updates.)
[ enable application security

Envirenment

sava 2 sacurity O swam (d d)i He zuth d camm betwzan sar
Systam sdministration £ thentication cache —etting
[] Use 12va 2 zecurity to restrict application sccess to local resources cuthenhbicabion cache ceffing=s
[ Users and Groups Web SIP security
r warn if 2pplications are granted custom permissions Web and SIP security
O e T Restrict access to resource authentication data RMI/IIOP security
B Troublashooting User account repository O Jave Authenticstion and Authorization Sarvice
A -
Servica intagration Current resim definition sggllcz[‘u:n.\c ins
stem logine
Federated repositaries Siftem cains.
@ uopt ederated repositarie: e e i
Avallable realm definitions e Shericatoond

o

ed user nafuthorization Jervice (J443) login configurations that are
wsed by system resources including the authentication

mechanism, principal mapping, and credential mapping, Youl

Security domains cannot remove the default login configurations because

External suthorization provigers |90in0 50 Might cause applications ta Fail,

Custom propertiss

[ vze realm-qu
Federsted repositeries v Configure... Set as current |

Apply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console ~ Welcome

Help | Logout

‘ Views [All tasks - ‘

Welcome Global security

Guided Activities

Global security > JAAS - J2C authentication data Field help
For fizld help information.
B servers

select a field label or list
marker when the help
curser is displayed.

Specifies a list of user identities and passvords for Ja

) 2 connector security to use.
B server Types

Prefix nev alias names vith the nods name of the call (for compatibility vith =arlier releases)
webSphere application servers

WebSphere MQ servers

Page help

More information sbout

t age
Applicztions Preferences Command Assistance
 Services New| | Delete
Resources —
B security Eape
€ afiel) =z, Se\e:t‘ alizs 3 |User o3 Description
Security domains

You can sdminister the folloving resources:
1EL1E83DORK

Administrative Authorization Groups

de06/La1d

S5L certificate and key management O

2 |LA1465R2 La1465R2
Security auditing

Total 1
Bus security

Envirenmant

Systm acministration

Users and Groups

Meonitaring anc Tuning

Treubleshooting

Service integration

3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.
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Integrated Solutions Console  welcome e

View: | All tasks A | —el=IPL189DORMNodeD6Cel, Profie=AppsrvOb

welcome |Global security
H Guiced Activities Elobal security > JAAS - 12€ authentication data > [PL189DORNode06/LA1465R2 Field help
For Field help information.
Bl Servars Spacifies = list of user identities and passwords for Java(TM) 2 connector security to uss. salsct = fisld labal or list
- General Properties marker when the help
cursor is displayed.
WebSghere 2pplication servers + Alins

webSphere MQ servers \[:7; ORMNode06/LA1465R 2 Page help

Web servers Mare information about
# User ID this o=g=
LA1465R2
B Applications Command Assistance
Services + Password View administrative
....... zcristing command for last
Rescurces action

Description

Bl security [T —
Global security
uthorization Groups ok| [Reset| | cancsl

nd key management

Secu

Adminiz

SSL cert
Security auditing

Bus s=curity
Envirenment
System zdministration
Users and Groups
Menitering znd Tuning
H Troubleshooting
Service intagration

uppL

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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4.3

43.1

Integrated Solutions Console

Welcome

Guided Activities
Bl Servers

B serva

Rpphcations
Services

Bl Resources

Schedulers
Object pa
B us
Elioec
IDBC providers

B Resource Adzpters
Asynchrenous beans
B Cache instances
Wil

B uRL

B Resource Environmant

Bl Szcurity

Environmant

System zdministration
Users znd Groups
Menitering and Tuning
Troubleshooting
Servics integration

upot

shere Apglication Server

Help | Logout §

B Messages

[ The test connaction operstion for dsta zource LATAM on server sarverl at node
IPLLE3DORNode06 vas successful.

Field help

For fizld help informat]
select 2 field label o |
marker vhen the help
cursor is displayed

Data sourcas.

Use this page to edit the settings of 2 datasource that is associated vith your selected JDBC provider, The datasource object supplies
your application vith connections for accessing the database. Learn more sbout this task in & quided activity. A guided activity provides

2 list of task stzps and mare general information about the topic.

B Scops: =All scopes

Scone spacifies the level at vhich the resource definition is visible. For datailed information on
vhat scope is and how it rorks, zse the scope settings el

[All scopes v

B Preferences

New| Delete || Test connsction Manage state.
&3 |63

Salact| Hame % &

DI name & Scope Provider

You can administer the folloving resources:

[ | Dsfault

Node=IPL185DORNede08, Sarvar=sarvart | Darby JDBC
Provider

DefaultDatazource

Datazource

Node=IPL183D0RNode08, Servar=sarvert | Oracle JDBC
Driver (XA)

Node=IPL183DOR Node08, Server=servert | Oracle JDBC
Driver (XA}

llode=IPL183DORNod =08, Server=servert | Or
Driver (X2)

Nede=IPL1E9DORNed=08, Servar=sarvarl | LAL4ESR2

Total 5

Description

Datasource
for the
ViebSphere
Default
Application

New JDBC
Datazource
New JDBC

Datasource

New JDBC
Datasource

New JDEC
Datssource

Page help
Mere infermation abo
this page

Command Assistance

seripting command for
action

& | category §

T

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin

‘ View: | All tasks v |

welcome

Bl Cuiczd Activities Global security
Servers Use this pansl to configure administration and the default applicatio
functions and is used a3 2 default security policy for user application:
B applications =pplications.

urity policy. This security configuration spplies to the security policy for all administrative
Security domains can be defined to override and customize the security policies for user

Services

Resources [ Security Configuration Wizard | Security Configuration Report

Bl szcurity

Administrative security

Enzble

Authentication
user roles Authentication mechanisms and expiration
nistrtive group roles
LTEA
nistrstive suthsntication © e

Kerberos and LTPA

s Application security (This function is currently disabled. See the IBM Support site for
Bus s=curity possible futura updates.)

[ enzble apslication security ferberns confimuration

[ Environment

O swam ¢

Java 2 sacurit
Systzm =éminiztration v

betreen servers

[ Usz= 33wa 2 s=curity to restrict applicstion access to local reso

Users and Groups
Warn if applications are granted custom permissions

Bl Menitoring and Tuning

Restrict = o resourcs suthenticstion dats
El Troubleshosting - -
Tovs Authenticstion =nd Authorzation Servics
User account repasitary =]
B Service integratien Current realm definition Zpplicatien logins
& Fe ositori=s
B uco e

Availsbls reslm definitions packos-a-list-of-Jawt(TM) Authentication and
[J uze realm-aualifieg user ndauthorization Service (JAAS) login configurations that are
Federated repositories | | Configure... Setss curent | sed by system resources indluding the authentication
mechanism, prindpal mapping, and credential mepping. Yo
Security domains cannat remove the default login configurations because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,
Custom preperties

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Wielcome Help | Logout

View: | All tasks v ‘

Cloze page

Guiced Activitias

Global security > JAAS - J2C authentication data Field help
For field help information,
B servers Specifies a list of user identities and passwords for Java(TM) 2 connectol

select a fisld label or list
marker when the help
cursor is disslayed.

Berrizs Srafi new aliss names vith the node name of the call (For compatibility rith earlier relesses)
webSphers spplication servers
webSphers M zer Page help

web servers [2epiv] Hore information atout

this page

Applications Preferences

srvices [ New]| Delete

Ressurces

Command Assistance

v adm

B Security
Select| Alizs & User 1D & Description &
You can administer the folloving resources:

[ | IPL18300RNeds06/ L1465R2 LaLa6SR2 La1a55R2

Total 1

Envirenment
Systzm acministration

Users and Groups

donitoring and Tuning

roubleshocting
Servics intagration

uDpD1

3. You will notice a table showing list of JDBC sources choose the node which is used by
Oracle FLEXCUBE application.

45 ORACLE



Integrated Solutions Console: Welcome

| View: | All tazks v

Welcome
Guided Activities
[l s=rvers

O Server Types
WebSphere apel
WebSphere MQ
web servers

& 2pplications.
Sarvices
Rescurces

Bl s2curity

Ad Autharization Groups
SSL certificate and key management
Security zuditing
Busz sacurity

@ Envirsnment

System acministration

Users and Groups

Menitering zng Tuning

@ Troublzshocting

Szrvics int=gration

upot

Global security

Global security > JAAS - 32C

data > TPL189DORNade06/LA1365R2

Specifies a list of user identities and passwards for Java(TM) 2 connector security to use.

General Properties

Field help
For field help information,
select = fisld label or list
markar when the help

* User ID

Description

LA1465R2
[os] [ow] [Reset ] [Cancel

curser is displayed.

Page help
More information about
this page

Command Assistance
View sdministrative
scripting command for last
action

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.4

44.1

Welcome

Integrated Solutions Console

| View: | All tazks 3

welcome
Guided Activities
B servers

B Server Types
webSphere application servers
WebSphere MQ servers

Web servers

Applications
Servicas
B Resourcs:
Schedulers
Object posl managers
Hams

ata source
Cata sources [WebSphere Application Server
V4

Fcmipes At
Asynchronous bezns
Cachs instances
Mzl

URL

Reseurce Environment

B szcurity

thorization Groups
¥ managament

B Messages
[ The test connaction operation for data source FCUBS Scheduler Dats source on server servert
at node IPL18900RNode06 vas successful

Field help
For fiald halp informat]
select = field Iabel or |
marksr vhen the hels
cursor is displayed.

Data sources.

Use thiz page to edit the s=ttings of = datssource that is sssociated with your selected JDEC provider. The datasource object supplies
earn more sbout this task in = guided activity, & guided activity provides

your application with connections for accessing the databas
a list of task steps and more general information about the topic,

B Scope: =All scopes

Scope specifies the level at which the resource definition is visible. For detailed information on

vhat scope is and how it works, s the scope ssttings helo.

[l scopes ~|

Preferences

New| Delete
%

Select| Hame % INDI name & Scope $

e | [ eraaes |

You can administer the folloving resources:

[ |Dafault

Datazource

DefaultDatasource | Node=IPL183D0RN0de0s, Server=servert

Node=IPL18SDORNode08, Sarvar=servart

Node=IPL183DORNode0s, Server=servert

Node=IPL189DORNed=08, Servar=servarl

Provider §

Derby JDBC
Provider

Oracle JDBC
Driver (XA)

Cracle JDBC
Driver (XA)

Oracle
Driver (XA]

Node=IPL18IDORNed=06, Servar=serverl [ LAL455R2

Environment
Systzm sdministratien

Users anc Groups

Menitsring znd Tuning

Page help
More information sbo
this page

Command Assistance

Description & | Category £

Datasource
for the
WebSphere
Default
application

New JDBC
Datzzource

New JDBC
Datz=ource

New JDBC
Datasource

New JDBC
Datasource

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the

password in a production environment.

Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.4.2 Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Log into IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome admin

‘ View: | All tasks v |

Help | Logeut

Guided Activities

Servers

panel to configure ion and the default

i for all administrative
functions and is uzsad 23 3 default zscurity policy for uzer application v policies for uzar
B applications 2pplications
B s=rvices
[ [ Security Configuration Wizard | Security Configuration Report
5 Security Administrative security Authentication
Glabal =

. Enable security user reles Authentication mechanisms and expiration
Securi

® Lrea

nistrativs croup roles
nistrative authentication

Admi

Kerberos and LTPA
Application security (This function is currently disabled. See the IBM Support site for
possible future updates.)

[ enable application security

Kerberos configuration
Envirsnment

Javs 2 securit
System acministration v

[ Use Java 2 security to restrict application access to local resourc

Bl Users 2nd Groups

warn if applications are grantsd custom permissions
Menitering and Tuning

Restrict access to resource authentication data

B Troubleshosting

User account repository [l J2v= Authenticalion 2nd Authonzafion S=rice
e
Service integration P

Applicatien logins

Sustem lozin:
Faderatad repositories System logins
uppI osits) 3z dars
Available raalm definitions ibios-s-lit-si-dabya(TM) Authentication and
A = [J uze realm-gualifieg user ndauthorization Service (A4S} login configurations that are
Federated repositories ~| [ configure... setas curent |

used by system resources including the authentication
mechanism, principal mapping, and credential mapping., o
Security domains cannot remeve the default login configurations because
Sxternal suthorizstion providers |39Ng 50 might cause applications to Fall,

Custom properties

Apply | | Resst

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console Welcome

Helo | Logout
‘ View: [ All t== - ‘ ~el=iELEsn RS ell, Profile= Cloz= pa=
welcoms Global security 7 ]
SimieEhiive Global security > JAAS - J2C authentication data Field help
. Far field help infarmation,
B servars Specifiss = list of user identitiss 2nd passvords for Java(TH) 2 connector s=curity to use.

selact 2 field labal or list
marker when the help
cursor is displayed.

Bsr=meD Prefix new slizs n=mes vith the nods name of the cell (for compatibility vith earlier releases)
webSphere application servers

WebSghere vers Page halp

Web servers 2ol |

More information about

this page

B Applications Preferences Command Assistance
Seruicas N m =

New][ Delete oting command for last
[ Fesources 2ction

El=E2IE=E
B s=curity Cw

Glabal security Select| Alias & User 1D & Description &

You can administer the following resources:

[] | PLLESDORNede0s/LA1465R LAL465R2Z LAL455R2

Total 1

Envirenmant

System acministration
Users and Greups
Menitoring and Tuning
Bl Troublasheoting
Service integration

upDI

4. Specify the new password in the text field and click on Apply and then click on ok.
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4.4.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log into IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Wielcome Help
Clos:
‘ View: [All tazks 5 ‘ oz= page
Welcome Data sources [ [T
Guiced Activities B Mezsages Field help
. For field help informat
H Servars [ The test connection operation for data source FLEXTEST.WORLD gatevay on server serverl at =salact a fiald Izbel or If
B . neds IPL189D0RNed=08 vas successful. marker when the help
SO I cursor is displayed.

WebSphere spplication servers

WebSphere MQ servers Data sources Page help

W servers . M. f ti b

it o Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object supplies [ rrrom———
your application with connactions for accessing the database. Leam mors about this task in = guided sctivity. A guided activity provides FuEssas

Applications = list of tesk step= and more sensral information sbout the topic. Command Assistance

View adminiztrative
pting command for

Services B Scope: =All scopes

El Rescurcas

Scope zpacifies tha level st which the resource definition iz vizible. For detailed information on
ings helo.

Schedulers vhat scope is and how it norks, see the scope settin

Object pool managers
Hims
B 1pec Prefarances

new| | Dalste || Test connsction Menage staten, |

el

[&N scopes ~|

= (WebSphere Application Server

Ad
Bl Resource Adapters Selact| Name # INDI name & Scope & Providar £ Description § | Categery &

Asynchranous beans
You can administer the following resources:
Czche instances
[ | Defautt DefaultDatasource | Node=IPL18SDORNode0s, Servar=searverd | Derby JDBC Datasource
Mail = 5
Datasource Provider for the
B uRL WebSphere

B Resource Envirenment Application

El S=curity [] | ECUES Eranch jdbe/feiBranchDS | Hode=IPL18900ORNade06, Server=serveri | Oracle JDBC | New JDBC

Datasource (xA) Datasource
Global security ——==

[] | E=uEs Schaduler | jdbe/f Hode=IPL188DORNod=08, Server=serverl liew JDBC

- Dats D Datzsource
horization Groups

S —— [ |ELEXTEST.WORLD | FLEXTEST.WORLD | Hode=IPL189DORNed=05 Server=serverl | Oracle JDBC | NewJDEC
N agste Driver (XA] Datasource

[ | LaTam jdbe/feidevDs Hode=IPL188D0ORNede06, Servar=servert | LAL465R2 New IDBC

Datasource
Envirsnment E——
System administration
Users and Groups
Menitering 2nd Tuning
B Troubleshosting
Sarvice intagration

{1]=1-34

K| [

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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